Agent Technology Center (ATG) %

» ATG is a university research center performing fundamental and applied
research in the field of agefitased computing, muHkagent systems and
agent technologies.

» There are (JaB009)22 researchers and 6 PhD students working in ATG.
ATG researchers work on various cutting edge research projects, have unic
set of skills and broad international experience.

» Research and technology development is funded in parts by the Czech
Technical University in Prague, by the Czech Government, European
Commission, European and US industry and US research and defense
agencies.




ATG Mission Objective %%%

The main objective of ATG research is to contribute to:

» fundamentalresearch:in agentbased computing and mwégent systems
» applied agentresearch:in manufacturing network security and defense
» large scalerototype: and demonstration systendevelopment




ATG Core Competencies %

» multi-agent modeling and simulations

e scalable simulation of communities of interacting actors, aigtraffic,
adversarial scenarios, design & manufacturing processes, car electronic

e AGLOBE/XSIMULATION, hardware deployment in collective robotics
» multi-agent planning and coordination

e advanced methods of planning and resource allocation and coordination

e optimization of coordinated behavior in distributed systems,

e plan merging, repair and coordination, social commitments enabled plan
» multi-agent data analysis

e distributeddataminingand multiagent learning

e targeted towards heterogeneity and private knowledge confidentiality

e applications ircomputer security, maritime domain awareness




ATG TECHNOLOGIES:
SIMULATION



ATG Technology: Scalable Mudftgent Simulation jJ‘“ﬂ

» Build in AGLOBE Advanced, scalable and robust-agdtit simulation
environment, developed under partial support of AFRL/EOARD and
CERDEDC/ARO.

» compared to other multagent platforms, AGLOBE offers
e superior performancelow overhead, distributed load balancing
e full agent advancedgent mobilityand computational reflection

N\

e environmental modelingand scenario simulation support

N

e complex visualizatiorenvironment

» AGLOBE is suitable for development of large scale simulation scenarios anc
be seamlessly ported to realorld deployment platforms using a standard
methodologykey functionalities:

e Modeling and simulation e Demol/visualization support
e Scalable experimental testing e Hardware deployment support

» Deployment in aHtraffic control, distributed diagnostics, adversarial planning,
design process modeling, collective underwater robotics, etc



ATG Technology: Scalable Mudtgent Simulation

EntityManager
File

Free entity slots: 250

Name #Entities Address
|Local server platform lO aglobe: /M 47 .32.64 23740147

Name Type Platform Logged Address

[ Start Scenario ] k

Reset




CAR DETAILS:

Type: personal
Behavior: normal
Acceleration: 9.00
Weight:  1550.00
Current Speed: 76.56
Optimal Speed: 111.00
Maximal Speed:
Destination: 2

Strategy: AVOID OBSTACLE

ATG Technology: Scalable Mudtgent Simulation
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ATG Technology: Scalable Mudtgent Simulation

normal - Cameraheight: Bir06.215 km, RPosition: 181334200y 4852444 (0" N ,
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ATG TECHNOLOGIES:
FREE-LIGHT AIR TRAFFIC CONTROL



speed ¥ 5 Y: 36,353
currentti 240 fps: 9

ATG Technology: Freéght Air Traffic Control 800

P AGENTFLY

e multi-agent model forflight
simulation of fixedwing aircraft

e 4Dtrajectoryplanning algorithm
- based omAA algorithm

multi-layercollision avoidance
architecturewith 4 methods

GPS system, weatharodel

set of coordinatednformation
collectionplanning algorithms

external data collection and fusion
(Landsatairports, nofly zones),

2D/3D advanced visualization and
userinterface
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» In 2008patent applicationrsubmitted



AGENTFLY: Fréleght Collision Avoidance

» Cooperative collisioravoidance using cooperative detection, evasion
maneuvers and twavay communication

e rule-based(RBCAQ uses visual flight rules for horizontal avoidance

N\

e Iiterative peerto-peer (IPPCAJ integrates airplane intentions in utility
function

e multi-party (MPCAY; situation-based multiparty group searchlng for
common solution » ~
» Reactive collision avoidanaesing tweway
communication, Probability Collectives amma—
distributed optimizer with BAE Systems e N
» Non-cooperative collisioravoidance based on - ismzone | '
prediction, dynamic ndlight zonesbased '

Sislak, Jisl, Volf, Pechoucek, Nicholson, Woodhouse and
Suri:Integration of Probability Collectives for Collision Y ,
Avoidance in AGENTFILiYProceedings of (AAMAS 2009). . alet eefoh
SislakSamekand PechoucekDecentralized Algorithms for ™.

Collision Avoidance in Airspade Proceedings (AAMAS 2008). “*-‘_f"mm""iﬂ“""

_______



AGENTFLY: lterative Peer2P&sxrconfliction

speed: normal Pointer: X -125,8
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AGENTFL¥XoncooperativeMixed Deconfliction

speed:  1/6x Pointer: X -110,620 Y: 26,122
currenttime: 356
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AGENTFLY: Benchmark Tests

Near misses Efficiency %
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ATG Tech: Mixed Information Collection Planning
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ATG TECHNOLOGIES:
NETWORK SECURITY



ATG Technology: Network Security

b Intrusion detection by network behavior analysis (NBAhomaly detection
works withNetFlowdata, keeps privacy of the content, open new attacks
multiple ADmethods, multiple trust models, multiple aggregation method
agentbased, dynamic, several layersi@dirning

M @ @D

2007-02-12 10:01:40.945 0.000 UDP 147.251.192.1:53859 -> 213.135.97.131:53 [} 1 80 0 0 80 1
2007-02-12 19:01:38.525 2.421 TCP 147.251.192.7:80 =) 83.208.50.110:18513 5 3634 2 12008 726 1
2087-02-12 10:91:38.525 2.4451 TCP 62 2AH.50, *19:°357% > 447 251,192 .7 183 0 10 659 2 2159 131 1
2007-02-12 10:81:32.094 8.953 TCP 147.251.193.5%6:1118  -> 81.208.83.217:26313 . L] 3 132 [} 117 4y 1
2007-02-12 10:01:41.082 0.000 UDP 82.208.50.129:59536 -> 147.251.192.27:11565 ] 1 119 0 L} 119 1
2007-02-12 10:01:41.375 8.235 TCP 147.251.195.185:1842 > 147.251.6.15:80 0 29 2508 123 85378 86 1
2007-02-12 10:91:41.375 0.235 TCP 147.251.6.15:80 => 147.251.195.185:1842 0 33 39016 140 1.3 M 1182 1
2007-02-12 19:91:38.961 2.715 TCP 147.251.192.16:443 -> 212.71.167.150:1282 ] 1" 7972 L 23498 724 1
2007-02-12 10:01:41.449 0.174 TCP 147.251.10.12:80 => 147.251.195.157:1774 L] 14 10046 80 461885 7 1
2007-02-12 10:01:41.448 8.177 T1CP 147.251.195.157:1774 > 147.251.10.12:80 0 13 700 73 31638 53 1
2007-02-12 10:91:41.453 0.176 TCP 147.251.10.12:89 -> 147.251.195.160:1338 12 8506 68 386636 708 1
2007-02-12 10:01:41.452 8.177 TCP 147.251.195.1608:1338 > 147.251.18.12:88 L] 14 74y 79 33627 53 1
2007-02-12 10:01:41.646 0.000 UDP 213.135.97.131:53 -> 147.251.192.1:53859 [} 1 136 L[] 0 136 1
2007-02-12 10:01:41.639 0.026 TCP 147.251.6.15:80 -> 147.251.195.185:1844 o 19 15868 730 4.7 mn 835 1
2007-02-12 10:01:41.738 0.0080 TCP 189.12.154.169:53893 -> 147.251.192.106:3461 L] 1 63 0 63 1
2007-92-12 19:91:40.693 1.6089 TCP 58.69.245.250:33688 -> 147.251.192.16:88 L] 5 653 5 K797 130 1
2007-02-12 10:01:40.693 1.089 TCP 147.251.192.16:880 -> 58.69.245.250:33688 . [} 5 571 L 5194 114 1
2007-02-12 10:01:41.358 0.460 UDP 147.251.192.233:1490 > 213.211.60.212:15633 ] 36 h964 65 86330 165 1
2007-02-12 10:01:20.447 31.285 TCP 147.251.192.233:1711 > 83.240.37.98:411 0 19 798 [} 204 42 1
2007-02-12 19:91:21.529 30.222 TCP 87.236.197.192:1811 > 147.251.193.70:3012 L] 116 62767 3 16614 541 1
20067-02-12 19:901:41.638 8.235 TCP 147.251.195.185:1844 > 147.251.6.15:80 L] 22 3916 93 133319 178 1
2007-02-12 10:01:41.615 0.258 1CP 147.251.195.185:1843 > 147.251.6.15:80 [ 34 5816 131 180341 171 1
2007-02-12 10:01:41.616 8.257 T1CP 147.251.6.15:80 -> 147.251.195.185:1843 o 32 29501 124 918319 921 1
2007-02-12 19:01:41.889 0.000 TCP 147.251.192.196:3461 > 189.12.154.169:53893 0 1 42 0 42 1
2007-02-12 19:01:17.589 34.226 TCP 147 .251.192.178:61158 -> 62.42.49 .142:2578 L[] 147 184315 4 43081 1253 1
2007-02-12 10:01:23.319 18.682 TCP 147.251.192.1086:3537 -> 190.7.17.25:11505 L] 7 806 L[] 346 115 1
2007-02-12 10:01:21.859 30.020 TCP 62.205.126.134:29277 -> 147.251.193. 421949 o 955 141051 a1 37588 147 1
2007-02-12 10:01:41.993 0.080 UDP 82.208.50.129:2035 -> 147 .251.192.27:42239 ] 1 119 ] L] 119 1
2007-02-12 19:91:38.961 3.155 TCP 212.71.167.150:1282 > 147 .251.192.16:443 [} 10 1069 3 27190 186 1
2007-02-12 19:91:21.936 30.030 TCP 147.251.192.233:1469 -> 217.197.144.218:1785 0 255 16718 8 2853 42 1
2007-02-12 10:01:21.331 30.635 TCP 87.196.218.212:49237 -> 147.251.193.56:1054 ] 101 33168 3 8661 328 i
2007-02-12 10:01:21.592 30.384 TCP 147.251.192.104:2332 -> 213.103.0.196:61229 0 64 3336 2 878 52 1]
2007-02-12 19:91:42.075 9.000 UDP 85.57.200.80:20416 -> 147.251.192.179:61158 L[] 1 87 L] L] 87 1
2007-02-12 10:91:42.076 0.000 UDP 147.251.192.170:61158 -> 85.57.200.80:20416 L] 1 298 L] L) 298 1
2007-02-12 10:01:21.806 30.184 TCP 80.68.125.483:61617 -> 147.251.192.106:6881 L] 67 3204 2 849 47 1
2007-02-12 10:01:21.631 30.184 TCP 147.251.192.106:6881 -> 80.68.125.43:61617 0 76 3797u 2 10064 499 1
2007-02-12 10:01:41.9190 0.000 TCP 24.91.153.130:58362 -> 147.251.192.204:1096 1 42 L] L} 42 1
2067-02-12 19:01:37.232 4.709 TCP 147.251.193.87:1375 > 212.80.76.6:80 L] 2 84 0 142 52 1
2007-02-12 10:01:37.232 4.714 TCP 212.80.76.6:88 -> 147.251.193.87:1375% L[] 2 84 L] 142 42 1
2007-02-12 10:01:41.971 0.000 UDP 147 .251.195.156:68 => 147.251.195.129:67 ] 1 353 L] 0 353 1
2007-02-12 10:01:41.972 0.0080 upP 147 .251.195.129:67 -> 147.251.195.156:68 1 324 0 324 1
2007-02-12 10:01:41.996 0.081 UpP 147.251.195.156:1731 > 147.251.10.12:53 L] 2 126 1999 1007999 63 1
2007-02-12 19:81:41.998 0.000 UDP 147.251.10.12:53 => A47.251.195.156:1731 L] 1 128 L] L] 128 1
2007-02-12 10:01:41.999 0.000 UDP 147.251.195.156:1732 -> 147.251.10.12:53 ] 2 212 [} o 166 1
2007-02-12 10:01:42.002 0.000 UpP 84.202.24.176:6881 -> 147.251.192.106:6881 0 1 87 ] 0 87 1
2007-02-12 190:01:42.000 0.062 upP 147 .251.19.12:53 -> 147.251.195.156:1732 0 2 212 999 847999 106 1
2007-02-12 19:91:42.003 0.008 UDP 147.251.192.106:6881 -> B4.202.25.176:6881 L) 1 298 0 L] 298 1
2007-02-12 10:01:42.002 0.0681 UpP 147.251.195.156:1733 -> 147.251.10.12:53 0 2 140 1999 1.1 M 70 1
2007-02-12 10:01:42.008 0.0081 UDP 1547 .251.10.12:53 -> 147.251.195.156:1733 1] 2 258 1999 2.8 M 129 1




ATG Technology: Network Security
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ATG Technology: Network Security
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ATG Technology: Network Security

Probe 1 Probe 2

SelfManagement and Adaptation:
Y

» Monitoring:
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ATG Technology: Network Security %

» business development strategy

e Cognitive Securityuniversity spiroff company has been founded as a
technology company

e CoagnitiveOnecommercial product launched

e Sales channels under constructitly means of partnership with
HW (probes) integrator, Security provider and SW integrator

e Partnership agreement with CTU signed
e Technology discussion with CISCO in progress

cognirivesecuriry)



ATG TECHNOLOGIES:
MARITIME DOMAIN AWARENESS



ATG Technology: Maritime Domain Awareness

Can such activities be detected, predicted and (ideally) prevente
(only) based on external observation of the sea traffic? How?
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MDA: Data Categorization and Sources B0
Geographical Incident data Vesse_l
data Information
w Static w Suspicious vessels w Static

wPorts and bases
w Transport corridors

w Dynamic

wWeather and sea
conditions

wDaytime

wSeason
Google Earth

Public domain

w Attempted attack
w Hijacked vessel

w 20052009
w Live reports

ooVessgI attrit;utes |
of SYIuKx 0S|

Y

VesselTracke

[

w Dynamic / Tracking
wHistory of movement

AISLiveSailVX

ICC Live Piracy Repo
UNOSAT

'S Background

knowledge

wAnalysis of illegitimate
traffic behavior and
strategies

ICC, IMO, IMB, UNOS;
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MDA: Prototype
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MDA: Centralized Detection EHC}
Vessel Behavior Incident Risk

classification Prediction mapping
wClustering based w?2D time series wlntegration of a
methods analysis priori info, real
(KMeans SVM wOpponent time data and
based) modeling outputs of
wHierarchical wAnomaly classifiers and
HMM detection predictors
wAnomaly wProbabilistic
detection approach
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MDA: Monte Carlo Agentbased Simulation

Spawn and execute —
thousands of lightweight e
simulations with varied
parameters

)

World in the nth step

Aggregate simulation
results




